Strategy for Coordination of Cross Domain
Activities & Multi-Lateral Approach in
International Cooperation.

BIC/DIMACS/A4Cloud/CSA International Workshop on
Trustworthiness, Accountability & Forensics in the Cloud (TAFC2013)
Malaga, Spain, Friday 7t" June 2013

Andrew Hutchison t ;

+27 83 303 2387
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® C
® C

Workshop Focus

oud computing as a “game changer”
e.g. EU economy

nallenges :

standards, certification, data protection, interoperability,
lock-in, legal certainty

® How to enhance trustworthiness in the cloud ...

O]

Technical & policy mechanisms to enable them



Policy, Ethics and
International Collaboration

® Privacy, ethics and accountability

® Trustworthy host platforms for accelerated
research & education



BIC and South Africa ‘so
- |

Continually in South Africa.

In the first years, working groups focussed on technical aspects of
network information & cyber security and human oriented
approaches for trust, privacy and security and continue to work on
these (aligning research topics between the countries).

The point of this to where they
should have
In , the next research programme for 2014 - 2020.

In parallel, now focussing on a longer term
strategy including logistical aspects, including the necessary
models, mechanisms and processes required for the enablement of
international cooperation.



Brief ...

® Focus not only on but
also dedicate some time on what you feel is
the necessary future research challenges and
work required
* one of the objectives of the workshop is to

and other programmes.
, highlighting specific
reasons and rationales for it.
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O UCT gets the nod as 3rd most beautiful university

Byte-size news 10 September 2012
archive

Celebrating 125
years of women on

Picture perfect: It was UCT's mountain
setting that clinched it the 3rd spot on The

Telegraph's list of most beautiful 2011 IN PICTURES

campus universities
Search Daily News British newspaper The Telegraph chose EJsubscribe to RSS
& Archives UCT as the third most beautiful :
F—— university in the world. Oxford Search Daily News
University was first followed by
Harvard. Share | ¥

In the photo gallery showcasing the 16
most beautiful universities on the
newspaper's website, the university's L
"mountain setting” is praise above its

architecture.

UCT is the only African university to
make it onto the list, which includes one
of the oldest universities - in Belogna, Italy - in the world. The photo gallery is dominated by European
universities.

In what some might censider a slightly ironic twist UCT, which in the apartheid era was known as
"Moscow on the Hill", is one place ahead of the actual Moscow State University. The university, which is
the oldest South African tertiary institution and an African leader in teaching and research, moved to
the grounds it currently occupies in 1928, where it celebrated its centenary. The land was donated by
Cecil John Rhodes and used to be part of his Groote Schuur estate.

View the gallery of the 16 most beautiful universities.



Technology that Unites Natmns

International Conference on Communications
ICC’ 93 May 23 - 26, 1993, Geneva/Switzerland
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IBM Research GmbH ;
Zurich Research Laboratory
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Cmney Tomee

Hacktivists
look to the
3rd world

el aad)

CYBERSECURITY

Threats
pile up in
war that
never ends

Tt tena the leswvin

How Stuxnet Spreads

Experts who have disassembled the code of the Stuxnet worm say

it was designed to target a specific configuration of computers and
industrial controllers, likely those of the Natanz nuclear facility in Iran.

Stuxnet-infected
removable drive

INITIAL INFECTION

TARGET ORGANIZATION Arrows show the
Shuedt cn oo ot e oo et
drive. When plugged into a
computer that runs Windows, 5 Windows computer
Stuxnet infects the computer and Stuxnet ]
hides itself. updates ltseif

p—

UPDATE AND SPREAD | 5 g 5 Internal
If the computer is on the S ~ network
Internet, Stuxnet may try Command G4 o °

to download a new WeD:Server

version of itself, Stuxnet

then spreads by infecting

other computers, as well : ] d
as any removable drives (] (7] ] © (7] (]

plugged into them. Remote

computers PG
FINAL TARGET % "5, Removable drives

Stuxnet seeks out
computers running Step 7, software
used to program Siemens controllers. SECURE FACILITY

The controllers regulate motors used No Intemet access 5 Computer running Step 7

in centrifuges and other machinery.
While the computers in a secure
facility may not be on a network, they

can be infected with a removable = < = = Slemens
drive. After infecting a controller, m ED Eﬂ mj DD controllers
Stuxnet hides itself. After several y . (PL.Cs)

days, it begins speeding and slowing
the motors to try to damage or

destroy the machinery. It also sends
out false signals to make the system
think everything Is running smoothly.

4 .
<;‘i’)"( .:3‘(:'»? FS\EF Industrial
0¢ S0% %O

(§ U Ars motors

Source: Symantec THE NEW YORK TIMES
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World's ten fastest-growing economies*
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African countries
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South Africa has undergone a political miracle over the last 2 decades
2 Abolition of Apartheid l Today
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Nine key challenges stand in the way of eliminating poverty and reducing
inequality

. Too few South Africans work
. The quality of school education for most black people is sub-standard

. Poorly located and inadequate infrastructure limits social inclusion and
faster economic growth

4. Spatial challenges continue to marginalise the poor

5. South Africa’s growth path is highly resource-intensive and hence
unsustainable

. The ailing public health system confronts a massive disease burden
. The performance of the public service is uneven

. Corruption undermines state legitimacy and service delivery

. South Africa remains a divided society

Tackling these challenges will require the involvement of all South
Africans and coordination and cooperation across society and
government




SA lagging behind in doctorates

GERSHWIN CHUENYANE

SOUTH Africans are not opting
to study to doctoral level, accord-
ing to the National Research
Foundation.

This has resulted in South Af-
rica lagging behind other emerg-
1ng,eeonornles

*  Only 27 in 1 million South AP
ricans have a doctorate com-
pared with 42 in Brazil, 172 in
South Korea, 240 in Australia

~and 259 in the UK.

TWearecertainly seeing Thore
people with MBAs, but a lot of

_—~

peoplearestoppingatthatlevel,”
said Georgina Barrick of Ren-
wick Talent, a recruitment
agency.

Natalie Fraser of the Associa-
tion of Personnel Service Organ-
isations, which represents the
recruitment industry, blamed
the education system for the low

\number of doctorates
“Of those leaving university
W\ch a degree, many have only

juét scraped through and would

ﬁot be invited to continue with
honours, much less a master’s or
a doctorate,” she said.

“Industries that require re-
searchers and similar theoreti-
cal people would probably place
higher value on a doctorate-level
qualification than a company
looking for a managing director
or chief executive,” she said.

Professor Mamokgethi Setati
of the University of South Africa
said: “Fifty percent of growth in
the US in the past 40 years was
due to research and develop-
ment. For example Silicon Val-
ley, California, was the result of
cutting-edge research that came
out of the state universities.”

Ciry eress (560
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Overview of Total ICT Services Market

® T-Systems grew from
oo people in 2000
to 2500 1IN 2012

® Largest full ICT
service outsourcer
in South African
market

® Supporting key SA
enterprises like
Eskom, Transnet,

9% 9 usiness
SASOL DWA t Source: BMITechknowladge | Sa IT Se wices Market Sizing and Forecast 2010 - 2015 T-Systerrs S&(Pty)Ltd -12/2011
, etc
Illl-lsystemS.lllll.Illl
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research excellence and local
industry relevance, while
facilitating the professional growth
of members of the grou;

+ 14 Honours students

« 21 MSc graduates
— 4with o

o Inding Nabooa | des COMMMUNCAhoos

* 2 PhD graduates

0re con ‘,r_—-if'—:'(:.:-l"

The success of our projects rely on the
DNA Group skill set which has its key
strengths in:

+ Formal Methods
« Software Engineefing
« Computer Security
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Based on the major challenges of our customers and society, we

have established five Core Beliefs.

Dependency

Weh2
oh export Web2.0

Economic
crisis Socialmedia

Virtualization
networks

Mass o c
customi zation B IMobility Urbani zation

ENTERPRISE

T-Systems ensures
employees can

access their data
anytime, anyplace and
from any device

Ecology

State
intervention
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MAnagement of Security information
and events in Service InFrastructures

2010-10-01 to 2013-08-30

www.massif-project.eu ”\f():\.?f cﬁti 6} Fraunhoter
! Q\rmm

Project funded by the European Commission
ICT workprogramme 2008 (FPY-ICT-2009-5)
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Multi-domain

parallel-running / . \ // — - - f Alert and reaction
processes /Highly-scalable, dependable and Predictive security analysis generation

multi-level event collection

Actions and
Counter-
measures

Olympic Games \ J

ﬁ/lulti—level security event modeling\

B\QO 5 —L O Security
O 0 O s analysis and

go% O 5 notification

Languages

Mobile money

transfer service o O O of

/Jofot/oo &?A’ goo

Process and attack
simulation

-
Multi-level t
ulti-level even /

correlation

/ Resilient framework \

Cl Process architecture
Control (Dam)

Security-aware
processes

- J

Managed ‘
Enterprise Service Event and _ Event, Process Models and CL’
Infrastructures \__Information Collection ~ / \_ Attack Models Y, \_ )

] Resilient event processing and integration
Scenarios

Prototypes Advanced SIEM Framework
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Firewall & IPS

Firewall & IPS

Anti-Virus Security Operations Centre (]

Anti-Spam

Monitoring Event Vulnerability

Internet Gateway J
Router :

URL Filtering
Firewall &

Remote Proxy Server Anti-Virus P

Authentication
Server

Software Update Server

HIPS \
Anti-Virus '\
Anti-Spyware
(PKI Infrastructure)

(Strong Authentication), Q

Local Novell IDS
Server

Servers  Mail Server

Site Router

HIPS
Anti-Virus
Anti-Spyware

Anti-Virus
Anti-Spam

Data Centre

Correlator ~ Analysis

irewall &
IPS

IDM

Update
Server
Firewall &




Think tanks of Deutsche Telekom.

T-Gallerv M Deutsche Telekom || T-City Frie ) . 'Systems

k- .
Laboratories Wir leben Zukunft, Innovation Center

= Future forum of Deutsche Dedicated to research and = Joint futurelab of Deutsche Experience innovation
Telekom developmentforDeutsche om and the city Openinnovation with
Scenarios forfuture Telekom ishafen customers
connected life an work form : Id of tomorrowin a rapid prototyping
an end-userperspective ; lie reallife environment

morethan 30
future projects

Focus:
Showinnovations form an
end user perspective

* Prototyping lab for Deutsch
development of innovative connectedlife and workin Telekom's corporate
technologies an real life environment. customers

..f_[:..Systems..................................




Why South African co-
operation is desirable?

® Sometimes viewed as a “field trial”!

® Smaller market

® Close(r) to clients

® Open-ness to change

® Like to be early adopters (e.qg. pre-paid
electricity & mobile, ATMs, Internet banking
etc)

® Willingness to take calculated risks (less
punitive regime?)
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South African Laboratory for Network Security Products and Services
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The Swiss -- African example.

University of Basel
~Swiss -- African Joint Research Programme"
Kollegienhaus, Wednesday 28" November 2012

Andrew Hutchison

+27 83 303 2387
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http://internationalaffairs.unibas.ch/joint-programmes/swiss-south-africa-joint-research-programme-ssajrp/

| &l SITEMAP

PROGRAMMES IN ENGLISH

El Swiss South Africa Joint
Research Programme
SSAJRP

About the Programme
Funding Instruments
Academia - Industry
Programme Activity
Swissnex
Joint Visiting Programmes
Joint Degrees

Joint Teaching

Programmes
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UN|
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CONTACT

SUMMER SCHOOLS

SWISS SOUTH AFRICAN JOINT RESEARCH PROGRAMME (SSAJRP)

Welcome

The Swiss South Africa Joint Research Programme (SSAIRP)

has been promoting scientific and technological cooperation

between Switzerland and South Africa since 2008. The
programme Is one of several bilateral research cooperation
programmes organised by the State Secretariat for

Education, Research and Innovation (SERI)

SSAJRP fosters research partnerships between Swiss and
South African scientists through joint research projects, It
facilitates university faculty and student exchanges to

promote knowledge transfer and innovation in both countries.
It also supports industry orientated projects with potential for innovation and generation of
market-oriented outputs through a number of Academia — Industry initiatives.

About the Programme

Cooperation is based on mutual interest,
scientific excellence and reciprocity (matching
funds).

In South Africa, SSAJRP is governed by the
Department of Science and Technology (DST)
and coordinated by the Council of Scientific
and Industrial Research (CSIR) more...

Organisation, Background, Goals, Budget,

Media

Academia - Industrv

Funding Instruments

SSAIRP aims to strengthen existing research
partnerships, aid the formation of new
scientific networks and support knowledge
transfer and innovation in Switzerland and
South Africa. The programme's funding
instruments have been implemented to
support both established researchers and
young early career scientists.

Details >Funding Instruments

SNSF website >

Proaramme Activitv

SSAJRPOE

SWISS S0UTH AFRICAN JOINT RESEARCH PROGRAMME

Contacts
University of Basel
International Affairs
Dorina Kiithner

+41 61 267 29 10

dorina.kuehner-at-unibas.ch

7]

cience & Technology
Counsellor in Pretoria

Jacquelene Friedenthal

+27 12 452 0672

State Secretanat for
Educatioon, Research and
Innovation SERI

www,sbf.admin.ch

Other Programmes

Similar bilateral research
cooperation programmes exist
with:

India

China

<4

i

>
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El Swiss South Africa Joint
Research Programme
SSAJRP

El About the
Programme

Funding Instruments
Academia - Industry
Programme Activity
Swissnex
Joint Visiting Programmes
Joint Degrees

Joint Teaching
Programmes

SWISS SOUTH AFRICAN JOINT RESEARCH PROGRAMME (SSAJRP)

About the Programme

Cocperation is based on mutual interest, scientific excellence

and reciprocity (matching funds).

In South Africa, SSAIRP is governed by the Department of
Science and Technology (DST) and coordinated by the
Council of Scientific and Industrial Research (CSIR).

On the Swiss side, SSAIRP is administrated by SERI. The
University of Basel, as the Swiss Leading House for South
Africa, and the Swiss Tropical and Public Health Institute, as
the Associated Leading House, jointly assume coordination

and management responsibilities.

In the 2013-2016 phase of the programme, SSAIRP will cover

the following four priority research fields:

" Public Health & Biomedicine

= Bio- & Nanotechnologies

SSAJRPOUE

SWISS S0UTH AFRICAN JOINT RESEARCH PROGRAMME

= Energy (emphasis on renewable energy sources, reliable energy supply and clean

techneology)

B Human & Social Sciences

Organisation

SSAIJRP operates through a structure of
standing committees, composed of
representatives from government, universities
and the private sector.

The Swiss South African Joint Committee,
the supreme body and highest authority of
SSAIRP, defines the strategic goals and
orientation of SSAIRP. The committee is
composed of an equal number of
representatives of Switzerland and South
Africa and chaired 1ointly by a representative

Background

The University of Basel has developed close
ties with Southern Africa over several
centuries. Since the founding of the Basler
Mission (today mission21) in 1815, Basel has
been building competence in research on
South Africa. Vital for the establishment of
scientific relations has been the Swiss Tropica
and Public Health Institute, whose research on
malaria prevention in Tanzania was awarded
the Prince of Asturias Price.

The reputed Base! University Centre for

Contacts
University of Basel
International Affairs
Dorina Kiithner

+41 61 267 29 10
dorina.kuehner-at-unibas.ch

Science & Technology
Counsellor in Pretoria
Jacquelene Friedenthal
+27 12 452 0672
jacquelens.friedenthal-at-
eda.admin.ch

State Secretanat for
Education, Research and
Innovation SERI
www,sbf.admin.ch

Other Programmes
Similar bilateral research

cooperation programmes exist

with:
India

China

4
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El Swiss South Africa Joint
Research Programme
SSAIRP

H About the Programme
HE Funding Instruments

Joint Research
Projects

Student & Faculty
Exchanges

Academia - Industry
Initiatives

E Academia - Industry
E Programme Activity
Bl Swissnex
E Joint Visiting Programmes
E Joint Degrees

Bl Joint Teaching
Programmes
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CONTACT

SWISS SOUTH AFRICAN JOINT RESEARCH PROGRAMME (SSAJRP)

Funding Instruments

SSAJRP aims to strengthen existing research partnerships,
aid the formation of new scientific networks and support
knowledge transfer and innovation in Switzerland and South

International Affairs

SUMMER SCHOOLS

Resources

KFPE's New Guide for
Transboundary Research

SSAJRPOUE

SWISS SOUTH AFRICAN MMNT RESEARCH PROGARAMME

Partnerships

Principles,

Africa. The programme's funding instruments have been implemented to support both

established researchers and young early career scientists.,

Joint Research Projects

SSAJRP's four priority research fields for the
2013 - 2016 phase of the programme are:

] Public Health & Biomedicine
. Bio- & Nanotechnologies

. Energy (emphasis on renewable
energy sources, reliable energy
zsupply and clean technology)

u Human & Social Sciences

Further details =
SSAJRP 2013-2016, SS5AIRP 2008-2011

Academia - Industry Initiatives

Initiatives in this science-to-market phase
contribute to strengthening links and
cooperation between academia and the
biotechnology industries of South Africa and
Switzerland.

Further details =

Seed money call 2011

innovation
Faculty & Student Exchanges

SSAJRP supports young and established
scientists through faculty & student
exchanges. Faculty and student exchange
grants promote knowledoe transfer between
Switzerland and South Africa by facilitating
the establishment of cross-country
cooperation partnerships and networks. In
addition, the grants enhance the per=zonal
development and future career prospects of
students and early-stage scientists.

Details =

Further Funding Programmes

COST - In July 2009 South Africa joined the
COST network. COST (European Cooperation
in Science and Technology) i= one of the
longest-running European instruments
supporting cooperation among scientists and
rezearchers across Eurocpe and beyond.
Networking activities between Europe and
South Africa are financed through the recently
signed reciprocal agreement. For detailed
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Academia - Industry Initiatives

A Initiatives in this science-to-market phase

L contribute to strengthening links and
cooperation between academia and the
biotechnology industries of South Africa and
Switzerland.

Further details =

Seed money call 2011

Further Funding Programmes

COST - In July 2009 South Africa joined the
COST network. COST (European Cooperation
in Science and Technology) is one of the
longest-running European instruments
supporting cooperation among scientists and
researchers across Europe and beyond.
Networking activities between Europe and

South Africa are financed through the recently

signed reciprocal agreement. For detailed
information please wvisit sbf.admin.ch or
contact cost-at-sbf.admin.ch.

ESKAS - Up to 10 university scholarships are
granted to postgraduate students under the
ESKAS programme.

SMSF - The Swiss Mational Science
Foundation (SMSF) offers additional funding
possibilities for researchers working in
Switzerland such as International Short Visits
and International Exploratory Workshops.

GLOBAL SOUTH SCHOLAR-IN-RESIDENCE
PROGRAMME - The Graduate Institute of
International and Development Studies has

created a Global South Scholar-In-
Residence Programme specifically tailored to
academics from universities of Africa, Asia
and Latin America to permit them to further
develop their teaching and research
capacities.
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SWISS SOUTH AFRICAN JOINT RESEARCH PROGRAMME (SSAJRP)

Academia - Industry Initiatives

Initiatives in this science-to-market phase contribute to

SSAJRPOE

SWISS SOUTH AFRICAN MMNT RESEARCH PROGARAMME

strengthening links and cooperation between academia and
the biotechnology industries of South Africa and Switzerland.
Projects are submitted by researchers having an industry partner.

Seed Money Call 2011

Ta further foster industry-oriented projects, a
seed money call was launched in March 2011
focusing on the ground-breaking disciplines
Public Health and Biomedicing, as well as Bio-
and Manotechnologies. A total of CHF 600°000
was made available to support joint research
projects between Switzerland and South Africa
for 2011.

In response to the Seed Money Call for
proposals, the University of Basel and NRF
received 12 eligible joint research project
proposals. The proposals were subsequently
reviewed in both Switzerland and South Africa
by international review panels and
recommendations of the reviewers considered
by the Leading Houses and the respective
ministries (SER and DST).

Given the budget that was made available by
both sides, 9 projects were selected for
financial funding. The key consideration that
resulted in the selection of these projects was
scientific excellence. A second main
consideration included the industry orientation
of the projects and their potential for
innowvation and generation of market-oriented
outputs. Also, already existing cooperation
links with the industry partner were taken into

consideration.

CHF600 000 in 2011
for g joint projects
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Observations

® Strong leader / “*champion” in Uni Basel

® Multi-disciplinary focus dilutes

® Modes of funding are typical (joint projects,
exchange, student support, etc)

® Forums

® Lack of industry involvement (e.g. IBM ZRL,
Google Zurich, Pharmaceutical companies
etc)

® "Best kept secret”



BIC development of programme
in South Africa

® BIC is advocating
... needed

® Has a slightly extended model of working groups, including
one called an in country

® Recently (Mr. Abhishek Sharma
of the BIC International Advisory Group (IAG) presenting
India progress and launch ... aim to duplicate in South
Africa and Brazil.

® Goal: to in the next months.



® Industry

* "Local” companies
* Startups?
* BEE

® Academic

* Funding:

Constituencies



Cyber Security

® Develop expertise in South Africa

® Increase number of qualified graduates
(especially post-graduate)

® Critical infrastructure requires special
consideration and protection

® Sophistication (and globalisation) of attacks
continues to grow at rapid pace

® Joint European / South African projects can
improve situation at many levels



Thank you!



