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Pseudorandom Functions
F:  {Keys} x  {Input}            {Output} is a PRF if it is like a truly random function

• What if we don’t want to give away our 
PRF key completely?

• What if we want to give a key that lets 
us evaluate PRF only on some points?

Setup(1k) K

Eval(x) F(K,x)

[GGM’84]
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Setup K

Constrain(K,x*) K{x*}

Eval(K{x*},x) F(K,x) if x not x*, fail otherwise
 

b = 0

b = 1

x* 

K{x*}, F(K,x*)
K{x*}, Random y

Selective Security

[SW’14]

b’

Pr[A wins] = Pr[b = b’] =  1/2 + negligible

F(K,x) for x except x*
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b = 0

x*
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Motivating Example

• Lets you encrypt messages for a specific subset

• No one outside the subset can learn the message

• Can be constructed from constrained PRFs (bit-fixing PRFs)

Broadcast Encryption

Broadcaster

ciphertext

[FN’93]

[BW’13], [BWZ’14]
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CPRF Generically

• Generic CPRF: Constraint expressed as an arbitrary circuit

• Known only from strong cryptographic assumptions

Possible Construction

  If C(x) = 1

     output F(K,x)

  else fail

x May reveal 
something about K

Output this circuit

C’
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Program Obfuscation

Obfuscated Program

Indistinguishability Obfuscation

C0 C1

x x

C0(x)  = C1(x) for all x

O(C0) O(C1)⇡

x x

[BGI+’01]

[GGH+’13] [Zimmerman’14] [BGKPS’14]
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CPRF Construction from iO

  If C(x) = 1

     output F(K,x)

  else fail

x

Can prove this construction 
secure under iO

Obfuscate the circuit C’
Constrained key = O(C’)

C’
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x

K

K{x*}
y* = F(K,x*)

K{x*}
y*= random 

xx

If C(x) = 1

   output F(K,x)

else fail

If C(x) = 1
     if x = x*
       output y*
    else output F(K,x)
else fail

If C(x) = 1
     if x = x*
       output y*
    else output F(K,x)
else fail

Puncturable 
PRF

iO

x*
y = F(K,x*) or y = random

C s.t. C(x*) = 0

K{C}
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CPRFs  for  Unbounded  Inputs

Motivation

• Inputs to the PRF and for the constraint can be of any size, not fixed a priori

• Cannot have constraint as a circuit: Model the constraint as a Turing machine

Broadcast encryption for unbounded set of users

ciphertext

[Zhandry’14]
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CPRFs  for  Unbounded  Inputs

Results Prior to our Work

• CPRFs for unbounded inputs under the assumption that public-coin 
differing-inputs obfuscation exists

• Evidence that differing-inputs obfuscation may not exist

[AFP’14]

[GGHW’14]

Constraint modeled as a 
Turing machine

[BCP’14]
[BSW’16]
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Our Results
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obfuscation for 

circuits exist

Injective 
Pseudorandom 
generators exist

Selectively secure constrained PRFs for unbounded inputs exist

Attribute-based Encryption for Turing Machines



CPRF Construction: Intuition



CPRF Construction: Intuition
x

K
If M(x) = 1

   output F(K,x)

else fail

M’



CPRF Construction: Intuition
x

K
Constraint expressed as Turing machine:
Why not obfuscate this Turing machine ?If M(x) = 1

   output F(K,x)

else fail

M’



CPRF Construction: Intuition
x

iO for Turing machines: Size of obfuscated 
TM depends on |M’|, requires a priori 

bound on |M’| and on input sizes

K
Constraint expressed as Turing machine:
Why not obfuscate this Turing machine ?

[KLW’14]

If M(x) = 1

   output F(K,x)

else fail

M’



CPRF Construction: Intuition
x

iO for Turing machines: Size of obfuscated 
TM depends on |M’|, requires a priori 

bound on |M’| and on input sizes

K

K{x*}
y* = F(K,x*)

Constraint expressed as Turing machine:
Why not obfuscate this Turing machine ?

x
[KLW’14]

If M(x) = 1

   output F(K,x)

else fail

If M(x) = 1

     If x = x*, output y*

     else output F(K,x)

else fail

M’

M’



CPRF Construction: Intuition
x

iO for Turing machines: Size of obfuscated 
TM depends on |M’|, requires a priori 

bound on |M’| and on input sizes

K

K{x*}
y* = F(K,x*)

Constraint expressed as Turing machine:
Why not obfuscate this Turing machine ?

x

Difficult to make this switch 
without knowing |x*|

[KLW’14]

If M(x) = 1

   output F(K,x)

else fail

If M(x) = 1

     If x = x*, output y*

     else output F(K,x)

else fail

M’

M’
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•    Compute t(sti ,symi)  =  (sti+1 ,symi+1, posi+1)

•    If sti+1  is a reject state, output fail

       else if sti+1  is accept, output  F(k,acc)

       else output  (sti+1 ,symi+1, posi+1)

k,M

(i, sti ,symi, posi , acc)

O(C’)

Next Step Program

Issue: User can input illegal states, symbols to this program
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