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CommonRandomnessandSecretKey

CommonRandomness(CR):Randomvariables(rvs)generatedbydifferentterminals,

basedon

•localmeasurementsorobservations

•transmissionsorexchangesofinformation

suchthat

thervsagreewithprobability∼=1.

Use:Forinstance,inrandomizedencodinganddecodingincertaincommunication

situations.



CommonRandomnessandSecretKey

SecretKey(SK):Thervsare,inaddition,effectivelyconcealedfromaneavesdropperwith

accesstothepublictransmissionsorfromawiretapper.

Use:Forsecureencryptedcommunication.



AnOverview

•Weconsidermodelswithanarbitrarynumberofterminals.

•Eachterminalobservesadistinctcomponentofadiscretememorylessmultiplesource.

•Unconstrainedpubliccommunication(broadcast)isallowedbetweentheseterminals.

•Aneavesdropperobservesthecommunicationbetweentheterminals,butdoesnothave

accesstoanyotherinformation.

•Maincontribution:DeterminationofSK-capacity(namelythelargestachievableSK-rate).



TheModel
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•m≥2terminals.

•X1,...,Xm,m≥2,arervswith£nitealphabetsX1,...,Xm.

•Consideradiscretememorylessmultiplesourcewithcomponents

X
n
1=(X11,...,X1n),...,X

n
m=(Xm1,...,Xmn).

•TerminalXiobservesthecomponentX
n
i=(Xi1,...,Xin).



TheModel
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•Theterminalsareallowedtocommunicateoveranoiselesspublicchannel,possibly

interactivelyinseveralrounds.

•Alltransmissionsareobservedbyalltheterminals.

•Norateconstraintsoncommunication.

•Assumew.l.o.gthattransmissionsoccurinconsecutivetimeslotsinrrounds.

•CommunicationdepictedbyrvsF
4
=F1,...Frm,where

∗Fν=transmissionintimeslotνbyterminali≡(ν−1)modm+1.

∗FνisafunctionofX
n
iand(F1,...,Fν−1).
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•AneavesdropperobservesthecommunicationF=(F1,...,Frm)betweentheterminals,

butdoesnothaveaccesstoanyotherinformation.

•Maincontribution:DeterminationofSK-capacity(namelythelargestachievable

SK-rate).



SecretKey
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SecretKey:AfunctionKof(X
n
1,···,X

n
m)isanε-SK,achievablewithcommunicationF,

if

•Pr{K=K1=···=Km}≥1−ε(“ε-commonrandomness”)

•
1
nI(K∧F)≤ε(“secrecy”)

•
1
nH(K)≥

1
nlog|K|−ε(“uniformity”)

whereK=setofallpossiblevaluesofK.

Thus,asecretkeyiseffectivelyconcealedfromaneavesdropperwithaccesstoF,andis

nearlyuniformlydistributed.



SecretKeyCapacity

x

x

x

x

1

2

3

m

1

n
F

K   = K  (X  ,   ) mmm

n
F

 2

n
F 2 2 K  = K  (X  ,   )

11 K   = K  (X  ,   )3F 3

n
K  = K   (X  ,    ) 3

•AchievableSK-rate:The(entropy)rateofsuchaSK,achievablewithsuitable

communication(withthenumberofroundspossiblydependingonn).

•SK-capacityCSK=largestachievableSK-rate.
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SpecialCase:TwoUsers
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Observation

CSK=I(X1∧X2)[Maurer1993,Ahlswede-Csiszár1993]

=H(X1,X2)−[H(X1|X2)+H(X2|X1)]

=TotalrateofsharedCR−Minimumrate

ofoverallcommunicationfor“omniscience.”



Example
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•X1,···,Xm−1are{0,1}-valued,mutuallyindependent,(
1
2,

1
2)rvs,and

Xmt=X1t+···+X(m−1)tmod2,t≥1.

•Claim:1bitofperfectSK(i.e.,withε=0)isachievablewithobservationlength

n=m−1.



Example

•Schemewith“simple”communication:

-Letn=m−1.

-Fori=1,···,m−1,XitransmitsFi=fi(X
n
i)=blockX

n
iexcludingXii.

-XmtransmitsFm=fm(X
n
m)=(Xm1+Xm2mod2,Xm1+Xm3mod2,

···,Xm1+Xmnmod2).

•X1,···,Xmallrecover(X
n
1,···,X

n
m).(“Omniscience”)

•Inparticular,X11isindependentofF=(F1,···,Fm).

•X11isanachievableperfectSK,soCSK≥
1

m−1H(X11)=
1

m−1bit.



Example

Observations

•TotalrateofsharedCR=H(X1,···,Xm)=H(X1···,Xm−1)=m−1bits.

•Rateofoverallcommunicationwhichenablesomniscienceforeveryterminal

=
1

m−1H(F1,···,Fm)=
1

m−1[(m−1)(m−2)+(m−2)]=
m(m−2)
m−1bits.

•Thus,CSK≥TotalrateofsharedCR−Rateofoverallcommunication

foromniscience.

•Infact,equalityholdsabovefortheminimumrateofoverallcommunicationfor

omniscience.



AnOverviewoftheMainResult

•SK-capacity:

CSK=H(X1,...,Xm)−Smallestentropyrateofcommunicationwhich

enablesomniscienceforeveryterminal.

•Asingle-lettercharacterizationofthissmallestentropyrateofcommunicationfor

omniscience(CO-rate)and,hence,ofCSK.



MainLemma
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IfKisε-CRfortheterminalsX1,···,Xm,achievablewithcommunication

F=(F1,···,Frm),then

1

n
H(K|F)=H(X1,···,Xm)−

m∑

i=1

Ri+
m(εlog|K|+1)

n

forsomenumbers(R1,···,Rm)∈RSWwhere

RSW=

{

(R
′

1,···,R
′

m):
∑

i∈B

R
′

i≥H(XB|XB
c),B⊂{1,...,m}

}

.

Remark:TheregionRSW,ifstatedforallB⊆{1,...,m},givestheachievablerateregion

forthemultiterminalversionoftheSlepian-Wolfsourcecodingtheorem.



Theorem1:CommunicationforOmniscience
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ThesmallestachievableCO-rate,limn
1
nH(F

(n)
1,...,F

(n)
rm),whichenables(X

n
1,...,X

n
m)

tobeεn-CRforalltheterminalswithcommunication(F
(n)
1,...,F

(n)
rm)(withthenumberof

roundspossiblydependingonn),withεn→0,is

Hmin=min
(R1,...,Rm)∈RSW

m∑

i=1

Ri.

Proof:Converse:FromMainLemma.

Achievability:StraightforwardextensionofthemultiterminalSlepian-Wolfsourcecoding

theorem.



Theorem2:SK-CapacityCSK

TheSK-capacityCSKforasetofterminals{1,...,m}equals

CSK=H(X1,...,Xm)−Hmin.

Proof:Converse:FromMainLemma.

Ideaofachievabilityproof:IfLrepresentsε-CRforthesetofterminals,achievablewith

communicationFforsomeblocklengthn,then
1
nH(L|F)isanachievableSK-rateifεis

small.WithL∼=(X
n
1,...,X

n
m),wehave

1

n
H(L|F)∼=H(X1,...,Xm)−

1

n
H(F).



Theorem2a:SK-CapacitywithHelpers

A  : "helper" terminals
c
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A  : "user" terminals

TheSK-capacityfortheterminalsinA,withtheterminalsinA
c

ashelpers,is

CSK(A)=H(X1,...Xm)−SmallestCO-rateforuserterminalsinA

=H(X1,...Xm)−Hmin(A).



EavesdropperwithWiretappedSideInformation

A  : "helper" terminals
c

.

.

. k
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k+1

A  : "user" terminals

Wiretapper

Z
n

•Thesecrecyrequirementnowbecomes

1

n
I(K∧F,Z

n
)≤ε.

•Generalproblemremainsunsolved.

•Specialcasesolved:Eavesdropperwiretapsasubsetofthe“helper”terminals,i.e.,

Z
n

={Xi,i∈D},D⊆A
c
,whichgivesrisetothenotionof······



Theorem3:PrivateKeyCapacity
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A  : "user" terminals

A  : "helper" terminals
c

D     A : "wiretapped helpers"
c

ThePK-capacityfortheterminalsinA,withprivacyfromthesetofwiretappedhelper

terminalsD⊆A
c
,is

CPK(A|D)=H(X1,...,Xm)−“Revealed”entropyH({Xi,i∈D})

−SmallestCO-rateforuserterminalsinAwhenthey

additionallyknow{Xi,i∈D}

=H(X1,...,Xm)−H(XD)−Hmin(A|D).



Comments

•TheproofsshowthattheSK-andPK-capacitiesareachievablewithsimple

communication,i.e.,asingleautonomoustransmissionfromeachterminalisadequate:

F=(F1,...,Fm)andFi=fi(X
n
i),i=1,...,m.

•AdditionalrandomizationattheterminalsdoesnotservetoenhanceSK-or

PK-capacities.



Example
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•X
n
2,X

n
3are{0,1}-valued,i.i.d.(

1
2,

1
2)sequences,andX

n
2isindependentofX

n
3.

•X1i=X2i+X3i+Nimod2,i=1,...,n,withN
n

beinga{0,1}-valued,i.i.d.

(1−p,p)sequence,andindependentofX
n
2,X

n
3.

•Alluserterminals,nohelper.

H(X1,X2,X3)=2+hb(p)bits.

RSW={(R1,R2,R3):Ri≥hb(p),Ri+Rj≥1+hb(p),1≤i6=j≤3}.

Hmin=min
(R1,R2,R3)∈RSW

3∑

i=1

Ri=···=
3

2
(1+hb(p))bits.

CSK=H(X1,X2,X3)−Hmin=
1

2
(1−hb(p))bit.



Example
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•A={2,3},A
C

={1}=helper.

RSW(A)={(R1,R2,R3):Ri≥hb(p),R1+Rj≥1+hb(p),i=1,2,3;j=2,3}.

Hmin(A)=min
(R1,R2,R3)∈RSW(A)

3∑

i=1

Ri=1+2hb(p)bits.

CSK(A)=H(X1,X2,X3)−Hmin(A)=(1−hb(p))bit.

•A={2,3},A
C

=helper={1}=wiretapper=D.

RSW(A|D)={(R1,R2,R3):R2≥hb(p),R3≥hb(p)}.

Hmin(A|D)=min
(R1,R2,R3)∈RSW(A|D)

3∑

i=1

Ri=2hb(p)bits.

CPK(A|D)=H(X1,X2,X3)−H(X1)−Hmin(A|D)=(1−hb(p))bit.



OpenProblemsandWorkinProgress

•Modelswithbona£dewiretapperswhoarenotalsohelpers.

•Modelswithrateconstraintsimposedonthepubliccommunication.

•ComputationofSK-capacityforlargem.


