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Motivation

« Biological Threat Risk Analysis for DHS (Battelle, 2006)

— Based on Probability Event Trees (PET)
 Government & Terrorists’ decisions treated as random events

« Methodological improvements study (NRC committee)
— PET appropriate for risk assessment of
« Random failure in engineering systems

but not for adversarial risk assessment

« Terrorists are intelligent adversaries
trying to achieve their own objectives

 Their decisions (if rational) can be somehow anticipated

— PET cannot be used for a full risk management analysis
 Government is a decision maker not a random variable



Methodological improvement
recommendations

* Distinction between risk from
— Nature/Chance vs.
— Actions of intelligent adversaries

* Need of models to predict Terrorists’ behavior
— Red team role playing (simulations of adversaries thinking)

— Attack-preference models
« Examine decision from Attacker viewpoint (T as DM)

— Decision analytic approaches

» Transform the PET in a decision tree (G as DM)
— How to elicit probs on terrorist decisions??

— Sensitivity analysis on (problematic) probabilities
» Von Winterfeldt and O’Sullivan (2006)

— Game theoretic approaches
* Transform the PET in a game tree (G & T as DM)



Adversarial risk problems

« Two (or more) intelligent opponents
— Defender invests in a portfolio of defense options

— Terrorists invest effort and distribute resources among different
types of attack

* Uncertain outcomes
— arising both from randomness and our lack of knowledge

« Advise the Defender to efficiently spend resources

— To reduce/eliminate the risks from malicious (or self-interested)
actions of intelligent adversaries



Tools for analysis

Chance and uncertainty analysis

— Statistical risk analysis
 Terrorists’ actions as a random variables

Decision making paradigms

— Game theory (multiple DMs)
 Terrorists’ actions as a decision variables

— Decision Analysis (unitary DM)
 Terrorists’ actions as a random variables

Graphical representations
— Game and decision trees
— Multi-agent Influence Diagrams



Critiques to the
Game Theoretic approach

Unrealistic assumptions

— Full and common knowledge assumption
» e.g. Attacker’s objectives are known

— Common prior assumption for games with private information
Symmetric predictive and descriptive approach
— What if multiple equilibria

— Passive understanding

Equilibria does not provide partisan advise

Impossibility to accommodate all kind of information that may be
available (intelligence about what the attacker might do)



Decision analytic approaches

One-sided prescriptive support
— Use a prescriptive model (SEU) for supporting the Defender
— Treat the Attacker’s decision as uncertainties
— Help the Defender to assess probabilities of Attacker’s decisions

The ‘real’ bayesian approach to games (Kadane & Larkey 1982)
— Weaken common (prior) knowledge assumption

Asymmetric prescriptive/descriptive approach (Raiffa 2002)

— Prescriptive advice to one party conditional on
a (probalistic) description of how others will behave

Adversarial Risk Analysis
— Develop methods for the analysis of the adversaries’ thinking
to anticipate their actions.
+ We assume the Attacker is a expected utility maximizer
» But other (descriptive) models may be possible



Predicting actions from intelligent others

« Decision analytic approach
— Prob over the actions of intelligent others
— Compute defence of maximum expected utility

 How to assess a probability distribution over
the actions (attacks) of an intelligent adversary??

* (Probabilistic) modeling of terrorist’s actions

— |Attack-preference models

« Examine decision from Attacker viewpoint




Parnell (2007)

« Elicit Terrorist’s probs and utilities from our viewpoint
— Point estimates

« Solve Terrorist’s decision problem
— Finding Terrorist’s action that gives him max. expected utility

* Assuming we know the Terrorist’s true probs and utilities
— We can anticipate with certitude what the terrorist will do

Bioterrorism Bioterrorism Acquire Obtain

Target Agent = Agent Agent @
Detect
Pre-attack

Economic Max
Impact Economic
Impact
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Pate-Cornell & Guikema (2002)
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Pate-Cornell & Guikema (2002)

» Assessing probabilities of terrorist’s actions
— From the Defender viewpoint
* Model the Attacker’s decision problem
« Estimate Attacker’s probs and utilities
« Calculate expected utilities of attacker’s actions

— Prob of attacker’s actions proportional to their perceived expected
utilities

* Feed with these probs the uncertainty nodes with Attacker’s
decisions in the Defender’s influence diagram

— Choose defense of maximum expected utility

* Shortcoming
— If the (idealized) adversary is an expected utility maximizer
he would certainly choose the attack of max expected utility

— a choice that could be divined by the analyst,
if the analyst knows the adversary's true utilities and risk analysis
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How to assess probabilities over
the actions of an intelligent adversary??

Raiffa (2002): Asymmetric prescriptive/descriptive approach

— Lab role simulation experiments
— Assess probability distribution from experimental data

Our proposal: Rios Insua, Rios & Banks (2009)

— Assessment based on an analysis of the adversary rational behavior

» Assuming the Attacker is a SEU maximizer
— Model his decision problem
— Assess his probabilities and utilities
— Find his action of maximum expected utility
— Uncertainty in the Attacker’s decision stems from
* our uncertainty about his probabilities and utilities

— Sources of information
» Auvailable past statistical data of Attacker’s decision behavior
» Expert knowledge / Intelligence
» Non-informative (or reference) distributions
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Counterterrorism modeling

Basic models
Standard Game Theory vs. Bayesian Decision Analysis

Supporting the Defender against an Attacker

How to assess Attacker’s decisions
(probability of Attacker's actions)
— No infinity regress
» sequential Defender-Attacker model
— Infinity regress
» simultaneous Defender-Attacker model
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Sequential Defend-Attack model

« Two intelligent players
— Defender and Attacker

Sequential moves

— First Defender, afterwards Attacker knowing Defender’s decision

_____________________________________

Defense
Investment

Utility
Defender

up,(d,S)

Successful
Attack

Utility
Attacker

u,(a,s)

Attacker
Decision

(lq

Up

===

(V|
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Standard Game Theoretic Analysis
Expected utilities at node S
Ypl(d,a) =pp(S=0|d,a) up(d,S =0) + pp(S=1|d,a) up(d,S =1)
a(d,a) =pa(S=0|d,a)us(a,S=0) + pa(S=1]|d,a)us(a,S=1)

Best Attacker’s decision at node A

a”(d) = argmax,. 414(d, a) up s
Y o0
Assuming Defender knows Attacker’s analysis mOM
Defender’s best decision at node D .
d* = argmaxeptp(d,a”(d)) =8y
D

Y
Solution: (d*,a*(d")) ——SA_
Y
w5 |
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ARA: Supporting the Defender

Defender’s problem

Defender’s solution of maximum SEU

tr

Yp(d.a) =pp(S =0|d,a) up(d,S =0) +
pp(S =1|d,a) up(d,.S =1)

UYp(d) =vp(d,a1) pp(A = a1]d) +
Yp(d,ay) pp(A = az|d)

d* = are max v'p(d
g max p(d)

Modeling input: pp(Sla,d) ??
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Example: Banks-Anderson (2006)

« Exploring how to defend US against a possible smallpox attack

— Random costs (payoffs) No Attack Minor Attack Major Attack
Stockpile C C'2 Cia
Biosurveillance C'y Cao Cog
First Responders C'ay Claz Ca3
Mass Inoculation Claq Clyo Clys

— Conditional probabilities of each kind of smallpox attack
given terrorist knows what defence has been adopted

No Attack Minor Attack Major Attack

This is Stockpile 95 040 .010
Biosurveillance 96 .035 .005
First Responders 96 .039 001
Mass Inoculation 499 .009 .01

the problematic step
of the analysis

— Compute expected cost of each defence strategy

« Solution: defence of minimum expected cost



Predicting Attacker's decision: pp( A |d)

Defender problem

Defender’s view of Attacker problem
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Solving the assessment problem

Defender’s view of

Elicitation of pp( A |d)

Attacker problem

Y
fl 1 S
N
Y
[ S
M
Y
iy 8'
N
Y
[}
S
N
! S | d,a ;
N A
efense Successful Atacker
kIuELrnntJ, L Altack )‘7D||
_ T

A is an EU maximizer

D’s beliefs about (uy,ps) ~ (P4,Us)= F

Uy(d,a)=Ps(S=0|d,a)Us(a,S=0) +
Py(S=1]|d,a)Us(a,S=1)

pp(A = ald) = Prla = argmax,. 4V a(d, )]

MC simulation

[y, b)Y~ F — i~ Uy

k. —_— T T i H i1
a¥(d) = argmax_ 4

pp(A =al|d) ~ #{a =al(d)}/n

z

(!
A

(z,d)
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Bayesian decision solution for
the sequential Defend- Attack model

. Assess (pp,up) from the Defender

. Assess ' = (Pa,Usa), describing the Defender’s uncertainty about (pa,ua)

3. For each d, simulate to assess pp(A|d) as follows:

(a) Generate (pYy,uy)~F,i=1,...,n
Solve a!(d) = argmax ¢ 4 -';I.-"f:j';l(uf} )

(b) Approximate pp(A = ald) = #{a = af(d) '}’/ﬂ-

. Solve the Defender’s problem

d* = argmaxy-p ¥p(d,a1) pp(A = a1|d) + ¥p(d,a2) pp(A = a2|d)
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Simultaneous Defend-Attack model

* Decisions are taken without knowing each other’s decisions
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Game Theory Analysis

« Common knowledge
— Each knows expected utility of every pair (d,a) for both of them
— Nash equilibrium: (d*, a*) satisfying
wpl(d*,a*) > vp(d,a®) Vd € D
Lald*,a”) > Pa(d*,a) Vae A
* When some information is not common knowledge

— Private information
» Type of Defender and Attacker

D € TD — "U.D(d,S.TD] pD(.-ST ‘ d, (I.,TD)
74 €Ty —> us(d,s,7p) pa(S | d,a,mp)

— Common prior over private information 7 (7p.,74)
— Model the game as one of incomplete information
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Bayes Nash Equilibrium

— Strategy functions
- Defender @ :7p — d(tp) € D
» Attacker a :74 — a(74) € A

— Expected utility of (d,a)
- for Defender, given her type ¢'p(d(tp).a,7p) =

= / [Zt.ﬂg(d(*m)..@,’m) pp(S=s|d(tp),a(Ta),7p) | 7(74 | TD) d74

scS
_ o
—

Yvp(d(Tp),a(ta), TD)

« Similarly for Attacker, given his type Va(d,a(ta),7a)
— Bayes-Nash Equlibrium (d*, a*) satisfying
Up(d*(tp),a™,7p) = ¥Yp(d(tp),a™,7p) Yd:17p — d(mp)

Va(d®,a™(Ta),74) 2 Ya(d®,a(T4),74) Ya:74 — a(Ta)
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ARA: Supporting the Defender

Weaken common (prior) knowledge assumption
« Defender’s decision analysis

Tp(A)

/

{I* = Ei.]'f_{llléi-}[d(—:-p Z Z “‘D(“"* H) J!'}f)(s- — | d, ”)
acA | s€{0.1} |

A _/
g How to

Yp(d,a) elicit it 27
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Assessing: 7p(A = a)

« Attacker's decision analysis

as seen by the Defender

[y

a(D)
A

\/

a* = argmax, - 4 E
deD | se40.1!
\{\ }

Y uala,s) pa(S =s|d,a)

/

('UA-_.pA ) Wf"l) ~ (L'T;—'l«. Rﬂu H—l)

—~

ald, a)

}
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Assessing 7p(A = a)

A| D ~ argmax, 4 Z Z Uila,s) PA(S=s]|d,a) | TI4(D =d)

deD | s€{0,1'
€10.1} »

-
v 4(d, a)
e I14(D = d)
— Attacker’s uncertainty about Defender’s decision (D = d)

— Defender’s uncertainty about the model used by the Attacker
to predict what defense the Defender will choose 74 ~ TI4

« The elicitation of Il4(D = d) may require further analysis
Next level of recursive thinking

D | A ~ argmax -p Z { Z Up(d.,s) Pp(S=s|d,a) } Mp(Al =

acA | se{0,1}
— _/

—~

1Pa’)(d? {I.)

a)
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The assessment problem

To predict Attacker’s decision
The Defender needs to solve Attacker’s decision problem
She needs to assess (u4,p4.74)

Her beliefs about (va.pa,ma)~ (Uy, Py, T14)

The assessment of I1,(D = d) requires further analysis
— D’s analysis of A’s analysis of D’s problem
Thinking-about-what-the-other-is-thinking-about...

It leads to a hierarchy of nested decision models
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Hierarchy of nested decision models

Repeat

Find I1pi-1(AY) by solving

A" D'~ argmax, 4 Z Z U'(a,s) Py(S =s|da) | 1y (D" =d)
eD | se{0.1}
where (U, P}) ~ F"
Find IT 4 (D) by solving
D"| At~ argmax, p Z Z Uh(d,s) Ph{(S=s]|d,a) | (AT =a)
ac A Qt{[] 1}

where (UB, P 15) ~ G
i=i+1

Stop when the Defender has no more information about utilities and probabilities
at some level of the recursive analysis
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How to stop this infinite regress?

Potentially infinite analysis of nested decision models

D - DA — DAD — DADA — DADAD — ...
d* «—« A « D — Al

b 1
(up,pp) (ua,pa)

. . 11
(Ua,Ps)  (Up,Pp) (Ua, Pa)

— D1 — ...

« Game Theory d" = argmax,.p ¥p(d.a”)
— Full and common knowledge assumption:

b f\ F
(v4,p4,uD,PD) a* = argmax,e 4 Ya(d’,a)

— ommon prior assumption: D = D
({;T_-iqu.il_.{xTD‘PD) =

* ARA: where to stop?

— when no more info can be accommodated
— Non-informative or reference model
— Sensitivity analysis test
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A numerical example

» Defender chooses d, ord,
« Simultaneously Attacker must choose a, or a,
» Defender assessments:

up(d,s) pp(S=1|d, a)

s=1 s=0 a; Ao
(31 50 80 dl 0.1 ()
(lg 0 100 dg 0.9 0

— Two different types of Attacker
« Typel prob 0.8
 Typell prob 0.2

Skip example




(["?:—'lfsp-'lf) ~ Fj:

Ua,(a,s)

s=1 s =20

a;  Tri(20,100,100) Tri(0,20,100)

as 100 Tri(0,40,100)

([-"r:'lfjnp-lffj ~ FII

Ua,,(a,s)

s=1 s =10

a1 U[0,100] Tri(0,20,100)

as 100 Tri(40,80,90)

Py, (S=1|d,a)

aq ao
dy  U,1] 0
do Tri(0.5,1,1) 0

Py, (S=1]|d,a)

ay a9

dy Tri(0,0,1) 0O
dy Tri(0,1,1) O
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« Defender thinks that a Type | Attacker is intelligent
enough to analyze her problem
— A Type | Attacker’s beliefs about her utilities and probabilities are

(Up,.Pp,) ~ Gr:

Up,(d,s) Pp,(S=1]|d,a)
s =1 s =10 ay as
dy  Tri(0,0,40) U[50,100] dy  Tri(0,0,0.5) 0
dy  Tri(0,0,40) U[50,100] do [0, 1] 0

IT4,(Dr = dy) ~ Be(a, 10 — o), where o« = w4, (D = dy) x 10
« However, the Defender does not know how a Type |l
Attacker would analyze her problem, but believes that
M, (Dir = dy) ~ Be(75,25)

« Defender: what does Type | Attacker think to be her
beliefs about what he will do?

Ip, (A} = ay) ~ U[0,1]
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Solving Defender’s decision problem
— Computing her defense of max. expected utility

She first needs to compute
Her predictive distribution about what an Attacker will do

Tp(A =ay)

Tp(Ar =ay) —

=08 x7mp(Ar =aq)+ 0.2

x mp(Arr = a1)

1. Fork=1,..., n, repeat

e Draw 7}, ~ Ilp,, that is 7f, (A} = ay) ~U[0,1].
k
tD;

~ ([’:DI‘PDI) = Gj

e Draw (u [ ;)

o Compute

d¥ = argmax,p Z Z 'ufb (d, s) ph D,(S=s]|d,a)
acA | se{0,1}

2. Approximate 74, (D = dy) through 74, (Dr = d

Set I, (Dy = dy) ~ Be(a, 10 — a), with a = 74, (D = d;) > 10.

3. For k=1,..., 1, repeat

e Draw J’IJ; “Hir that is 7 (Dj —dl)NHh(Dj —cfl}

e Draw ('ufgq.p;”) ~(Ua;,Pa;) = F1
e Compute

af = argmax,_ 4 Z Z UJ” a, s)p{ (S=s]da)

deD | se{o,1}

4. Approximate mp(A; = aq) through 7p(Ar = aq)

koAl _
T, (A] = a)

) = #{d? =di}/n.

) | #4,(Dr = d)

= #{ak = a1}/n.
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';;'D(f'lhr — (5_1) —» |1. Fork=1,.... n, repeat
e Draw Tfﬁ_” ~114,,, that is Wi”(DU =dy) ~ Be(75,25).

o Draw (v .p% )~ (Ua,, Pa,,) = Fir

e Compute

ol = argmax,cy 3 { >k, (00) i, (S =5l da) }

deD | se{0,1}

2. Approximate wp(A;; = ay) through 7p(A;r = aq) = #{afﬁf =ay}/n.

. (Drr = d)

>

/

— Inarun with n=1000, we got | #p(4; = a;) = 097 x 0.8

mp(Arr = a1) = 082  x 0.2

Tp(A = a1) = 0.94

And, now the Defender can solve her problem

d* = argmax ep S‘J S‘J up(d,s) pp(S=s|d,a) -

acA | s€{0,1}

d* = dy with (MC estimated) expected utility 77, against 4, with 15
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Standard Game Theory Analysis

Under common knowledge of utilities and probs
At node JD_; J—

SO

oo oo

* ) —_ i » o e I F . %4 llf J” f’l I”’
dy(dy, s) = argmaxy, .p,up(dy,s,dz) —{ w A o Y e R
L \‘} W) NSy 2 “)
Expected utilities at node S R |

Vp(di,a) = / up(dy,s,ds5(dy,s)) pp(s | dy,a) ds

Yaldy,a) = / uala,s,ds(dy,s)) pa(s|dy,a)ds
Best Attacker’s decision at node A

a*(dy) = argmax, . 1¥a(dy, a)

Best Defender’s decision at node

df"[ = argmaxg -p, (b)) (dl ,a* (dl })

Nash Solution: d} € Dy a*(dj) € A di(dj.s) €

D,

Up ., Uy
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ARA: Supporting the Defender

* Atnode A
Ypl(dy) = / a(dy,a) ppla | dy) da

« Atnode D,
d] = argmax, Dy ¥ pl(dy) :,F“‘ [ ;;---- ,——-
IJ' Il' :‘. ;
1-‘ ""’1 f\ a (—\J\ S ‘,"\ “’2 A
* I}D(J’—l | dl} ’?? [)l' \\ A ‘J é/‘\} [)2 \‘} « Up
\ \ \ X
i \1 “ \
\ \
\ \ A
it “--- - o
' A
D, (s) (D—n.
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Assessing pp(A | dy)

« Attacker’s problem as seen by the Defender

f.|'____ . ;____- ;'____
I ! /
! ! !
! ! ! I
I ! I i
I I !
dy A "\ a @’\ S @f\ do . Uy
1‘) \J\‘} /) '
\ A ‘\
1 \ A1
\ \ \
\ \ \
\ \ \ 1Y
| W | | |
l |
s )—— A —(02) pa(Ds | d.5)

pa(S | di,a }v
o A (.[:4‘_‘.5 S, {3{-2 )
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Assessing pp(A | dy) -~ -

o iy Sl WG
e At chance node D5, compute - [S— LU
(di,a,8) — V4(dy,a,s) / Ual 2) Pa(Do =dsy | dy,s) dds

o At chance node S

(di,a) — Waldy,a) = j‘l’_4(d1,a,sj Py(S=s5|dj,a)ds

o At decision node A

dy — A"(dy1) = argmax, - 4V a(dy, a)

o pp(A=aldy)=Pr(A"(dy) =a)
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Monte-Carlo approximation of rp(A | d1)

« Drawn {(v4(a.s.d2),ps(S | di,a).ps(D2 | di.s)) ey ~ F

* Generate {a}(d1)}~, by

e At chance node Do

(di,a,s) — ?;'-*il(dl,a, 5) = ] uil(a,g,dg} pilﬁDg =ds | di, s) ddo

e At chance node S

(dy,a) — ¥4 (dy,a) = ]u’ﬂl(dl,a, s) p'y(S =5 |dj,a)ds

e At decision node A

dy — af(dy) = argmax, . 42" (d1,a)
* Approximate

pp(A=a|d) = #{a/(d) =a}/n

']
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The assessment of pa(Ds | di,s)

« The Defender may want to exploit information about
how the Attacker analyzes her problem

« Hierarchy of recursive analysis
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Discussion
DA vs GT

— A Bayesian prescriptive approach to support a Defender against an Attacker
Computation of her defense of maximum expected utility

— Weaken common (prior) knowledge assumption

— Analysis and assessment of Attacker’ thinking to anticipate his actions
» The assessment problem under infinite regress

We have assumed that the Attacker is a expected utility maximizer
— Other descriptive models of rationality (non expected utility models)

Several simple but illustrative models

— What if
» more complex dynamic interactions?
» against more than one Attacker or an uncertain number of them?

More than one agent at each side
— Two or more countries coordinate resources to counter two or more terrorist groups
— External model on the intelligent adversaries’ behaviour

Implementation issues
— Elicitation of a valuable judgmental input from Defender
— Computational issues

Real problems
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