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STATISTICAL DISCLOSURE
Government statistical agencies and similar organizations


collect information from/on individual subjects (persons,


businesses, etc.).  Typically, this information is considered


confidential by some or all subjects

The data collector/disseminator must identify vulnerabilities


of data products based on confidential data to disclosure to


an unauthorized third party, such as a neighbor or business


competitor, and limit risk of disclosure to individual

subjects to an acceptable level

There are (at least) three reasons for doing so:

· required by law, regulation or custom
· considered to be ethical statistical practice

· practical necessity of maintaining public trust to ensure

subjects continue to participate and provide accurate

information
Definition:  Statistical disclosure occurs when the release of a

statistic enables an unauthorized third party to learn more

about a respondent than was possible prior to release of

the statistic (T. Dalenius, 1978)
Some found this definition overly conservative but it has come
to embrace the now generally accepted notion that
disclosure occurs along a continuum and that the problem

is not as much to prevent or control disclosure
(old terminology) as to limit disclosure to an acceptable
level or degree
The process is called statistical disclosure limitation (SDL)
The unauthorized third party is called the intruder
A more quantitative expression for many, but not all, situations:

Statistical disclosure occurs when release of a statistical
data product enables an unauthorized third party to

(1)
associate an identifiable subject with particular
  data item(s) and
(2)
narrowly estimate the subject’s confidential

  contribution to the item(s)
STATISTICAL DATA PRODUCTS
Tabular data
· predefined categorization and cross-classification of
      domain variables assign each subject to a hierarchical

      collection of tabulation cells,
      e.g., Male-ComputerScientist-Age40-49-ResidesNJ
· set of tabulation cells is partially ordered

· types of tabular data
· count data (each subject contributes 1 to its tabulation cells and 0 to others)
· magnitude data (each contributes an amount to its tabulation cells, 0 otherwise)
-   released data are aggregates of contributions to each
tabulation cell, called the cell value, e.g., income

-   cell values are related additively:  TX = 0
(T = aggregation matrix, X = cell values)
-   release of tabulations


o   static (predetermined or ad hoc)

o   dynamic (statistical data base query system)

Microdata

· unit record data for each subject

· mixture of categorical and continuous data

· released as a flat file (matrix):  Subject x Attribute

· typically released in an unrestricted manner (after SDL)
       for public use
On-line Statistical Database Query System

· release tabulations from a microdata file on request
       (query)

· dynamic environment so threat posed by each new query

        must be evaluated in relation to all previously
        answered queries

QUANTIFYING AND LIMITING
                 STATISTICAL DISCLOSURE
Tabular Data
Statistical disclosure

Count data:  statistical disclosure occurs when an unauthorized

              third party can associate a subject with a cell
              exhibiting a small count, e.g., n = 2 or 3
             (n-threshold rule)
The idea here is that any characteristics defining the cell but not

used to make the identification are (nearly) disclosed

Magnitude data:  statistical disclosure occurs when an

            unauthorized third party can

o   associate a subject with a cell and

o   narrowly estimate subject contribution to cell value
Often, the first step (associate subject with a cell) is assumed
A typical disclosure rule is that estimation of a subject’s

     contribution to within p =  small fraction (or percent) of its
     value is disclosure, e.g., p = 0.20 (p-percent rule)
This is outsider disclosure
Insider disclosure occurs when there is the intruder is another

               subject in the cell


Count data – if you and I are in the cell and n = 2 then any
                             of your characteristics that I did not use to
                             make the identification are disclosed to me
Therefore, need higher threshold, e.g., n = 3 or 4

Magnitude data—if you and I are in the cell then I can
                                     subtract my contribution from cell value
                                     to obtain upper estimate of yours
If further assume anyone can estimate a contribution to
    within q > p, e.g, q = 0.50, can derive a lower bounds on
    subject contributions (p/q-rule)
These are quantitative disclosure rules expressible as

      (subadditive) linear sensitivity measures (Cox 1981)
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Definition:  X is a disclosure (sensitive cell)    iff     S(X) > 0

threshold rule (count data):
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p-percent rule (magnitude data):
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p/q-rule:
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Sensitivity rule provides lower bound on value of a nonsensitive
               cell aggregate containing the cell, viz.,

V(Y) with 
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Intruder behavior
- within a single cell, intrusion is based on manipulation of
      linear (in)equalities

- within the tabular system, intrusion is based on linear or
      mathematical programming


- could, but not yet, extend to incorporate as constraints

o   distributional information or assumptions

o   ancilliary information or relationships
Disclosure limitation

Count data – (controlled) (random) rounding


           - (controlled) (random) perturbation


           - complementary cell suppression


           - input perturbation or data swapping


           - controlled tabular adjustment (new)

Magnitude data – complementary cell suppression



           - input perturbation (????)



           - controlled tabular adjustment

Weaknesses


- controlled (random) rounding and perturbation can fail
      beyond 2-dimensions


- complementary cell suppression
o   NP-hard problem
o   some variants entail disclosure audit, also

        computationally demanding

o   creates patterns of missing data not amenable
         to statistical analysis


- difficult to control effects of input perturbation or
      swapping on correlations, etc.

Controlled tabular adjustment

· - replace values of sensitive cells by safe values,
         e.g., 
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· - use linear programming to make small changes to other
         cells to rebalance tabulations

· - incorporate constraints that (nearly) preserve statistical
         properties important to analysis, e.g., mean, variance,
         covariance, correlation

Microdata

Statistical disclosure

Disclosure occurs when a third party can

- associate a microrecord with a subject and
- microrecord (nearly) reveals subject’s characteristics

Intruder behavior

· observation/inspection, particularly for
· salient subjects

· high dimensional data

· record linkage/file matching

Disclosure limitation

· access controls

· sampling and record deletion

· item deletion

· recoding

· (input) perturbation

· data swapping

· microaggregation

· synthetic microdata

Weaknesses

· sampling ineffective if intruder knows subject in sample

· deletion and recoding are data specific, affect analysis
       and tend to focus on salient subjects

· perturbative methods provide weak protection
· swapping methods affect correlations, etc.

· synthetic methods

·    do not capture all relationships of interest,
           particularly for subdomains

·    require statistical and domain expertise and care

           in modeling

· if done (too) well, can provide weak protection in
           high dimensions

On-line Statistical Database Query System
Statistical disclosure

· similar to tabular data

Intruder behavior

· multiple queries

· repeated queries

· query padding

Disclosure limitation

· (correlated) random perturbation

· predetermined set of answerable queries

· dynamic determination of answerable queries

Weaknesses

· perturbation vulnerable to repeated queries

· predetermined set of answerable queries difficult to

        determine and may thwart user

· dynamic determination extremely complex and

        computationally intensive
-   users will demand more than totals, creating new disclosure threats
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