
P t O i t d V ifi ti T tiProperty Oriented Verification Testing aProperty Oriented Verification, Testing ap y , g
M it i f S f t C iti l S ftMonitoring of Safety Critical SoftwareMonitoring of Safety Critical Softwareo o g o S e y C c So w e

R i V ifi i d A i M i iRuntime Verification and Active MonitoringRuntime Verification and Active Monitoringg

S f A i M i iSoftware Active MonitoringSoftware Active Monitoring
Improve the runtime verification technique to predict non-conformance (prediction)Improve the runtime verification technique to predict non conformance (prediction),
and prevent the system from reaching the real violation (prevention)and prevent the system from reaching the real violation (prevention).
Feedback Loop of Active MonitoringFeedback Loop of Active Monitoringp g

SoftwareSoftware 
System PSystem P

R tiRuntime
Monitor MMonitor M

S( )π S(π)

SystemSystem 
Model GModel G

S i SSupervisor Sp
fi i i f P S( ) i i b dπ: finite execution trace of P S(π): steering action based on ππ: finite execution trace of P         S(π): steering action based on π

i f A i i iImplementation Framework of Active MonitoringImplementation Framework of Active Monitoringp g
Ob dOb dC t ll d Observed Observed Controlled 

Target Monitoring VerifiedPredicatesEntitiesEntities
Model Target Monitoring Verified PredicatesEntitiesEntities
Model System Script PropertySystem Script Property

InstrumentationStatic InstrumentationStatic 
PhasePhase

I d P i l M d lR ti Instrumented Partial Model Runtime 
S t C t tPh System ConstructorPhase y

A i i i
hase

AnticipatingEvent Anticipating 
M it

Event 
MonitorRecognizerRecognizer

S Steering ActionSteerer Steering Action 
GSteering ActionSteerer GeneratorS ee g c o G

S f O M i I t t i F tSome of Our Main Interests in FutureSome of Our Main Interests in Future
II: Verification DrivenI: Analysis and Verification II: Verification-Driven I: Analysis and Verification : Ve cat o ve: a ys s a d Ve cat o

Embedded OS Developmentof Cyber Physical Software Embedded OS Developmentof Cyber Physical Software bedded OS eve op e to Cybe ys ca So twa e
I t ti f l th d dC b Ph i l S t f t th Integrating formal methods andCyber-Physical System features the Integrating formal methods andCyber Physical System features the

tools which include model checkingtight combination and coordination tools, which include model checking,tight combination and coordination g
t ti l i d th i

g
b t t ti l d h i l static analysis and theorem proving,between computational and physical stat c a a ys s a d t eo e p ov g,

d l h i k l
betwee co putat o a a d p ys ca
l A l i d ifi i f to develop trustworthy microkernelelements Analysis and verification of to develop trustworthy microkernelelements. Analysis and verification of

based embedded operating systemCPS software will face some grand based embedded operating systemCPS software will face some grand p g y
hi h ill b i i i l

g
h ll hi h l i i which will be use in critical areaschallenges which are also interesting which will be use in critical areas.challenges which are also interesting.

Above work has been supported in part by the National Natural Science FoundaAbove work has been supported in part by the National Natural Science Foundapp p y
nder Grants No 60233020 60303013 60673118 60970035 91018013 and 61120under Grants No. 60233020, 60303013, 60673118, 60970035, 91018013 and 61120, , , ,

Wei Dong (wdong@nudt edu cn)d Wei Dong (wdong@nudt.edu.cn)and g ( g@ )
P f D f C S i

and 
Professor Department of Computer ScienceProfessor, Department of Computer Science
National University of Defense Technology ChinaNational University of Defense Technology, China.y gy,

P O i d T iProperty Oriented TestingProperty Oriented Testingp y g

B k dBackgroundBackgroundg
• Model-based testing of reactive systemsModel-based testing of reactive systems
• Traditional testing is not targeted but “comprehensive”• Traditional testing is not targeted but comprehensiveg g p
• It is desired to focus testing efforts on system behaviors of utmost interests• It is desired to focus testing efforts on system behaviors of utmost interestsg y

S t ti b d t d ti• Save testing budget and timeSave testing budget and time
P i i l f th M th dPrinciple of the MethodPrinciple of the Method

M ifi i d l P b dM: specification model P: property to be testedM: specification model P: property to be tested

Behaviors of P: @B →(e → X(@C))
d l b d d l

Behaviors of P: @B →(e → X(@C))
Behaviors of P when model-based development

SUTBehaviors of P when 
th i i t

p
SUTthe premise is truep

Actual
P resultP

Behaviors of M when the deriving testBehaviors of M when the 
i i t

deriving test Mpremise is true sequences
M

(behaviors to be tested) Test Oracle
q

(behaviors to be tested) Test Oracle

A
Test Result

A

constructing test oracle
Test Result

Behaviors of M : B C
e1 constructing test oracle (pass/fail)Behaviors of M : B C (pass/fail)

D E
e2D Ee33

Test Sequence Generation Test ExecutionTest Sequence Generation Test Execution

Trustworthy Property Guided Software DevelopmentTrustworthy Property Guided Software Developmenty p y p

Trustworthiness ofTrustworthiness of 
Embedded ControlEmbedded Control 

SoftwareSoftware

P t Mi i G l P iProperty Mining General Propertiesp y g
( T l FTA)

p
( )(e.g. Temporal FTA) (e.g. memory errors)( g p ) ( g y )

Requirement Software SoftwareRequirement Software Design Software Software Testing Software 
Analysis Software Design Implementation Software Testing DeploymentAnalysis Implementation Deployment

Safety Model Theorem Static RuntimeSafety Model Theorem Static Runtime 
Analysis Checking Proving Analysis MonitoringAnalysis Checking Proving Analysis Monitoring

i S ifi i iDomain Specified Property Mining General PropertyDomain Specified Property Mining General Property
• Domain experience e g failure modes • Language related such as nullDomain experience, e.g. failure modes • Language related, such as null
• Method based on analysis e g via temporal pointer memory leak etcMethod based on analysis, e.g. via temporal pointer , memory leak, etc.

fault tree analysis • Coding rules e g MISRA C etcfault tree analysis • Coding rules, e.g. MISRA C, etc.
• Described by temporal logic etcDescribed by temporal logic, etc.

ation of China (NSFC)ation of China  (NSFC) ( )
01060060106006.


