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Property Oriented Verification, Testing and
Monitoring of Safety Critical Software
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Software Active Monitoring Background
Improve the runtime verification technique to predict non-conformance (prediction),  Model-based testing of reactive systems
and prevent the system from reaching the real violation (prevention). * Traditional testing 1s not targeted but “comprehensive”
Feedback Loop of Active Monitoring  It1s desired to focus testing efforts on system behaviors of utmost interests
e Save testing budget and time
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Cyber-Physical System features the | Integrating formal methods and Analysis Checking Proving Analysis Monitoring
tight comblnatlon. and coordlnatolon tool.s, which .mclude model checlqng, Domain Specified Property Mining General Property
between computqtlonal an.d physwal static analysis and theorem proving, » Domain experience, e.g. failure modes o Language related, such as null
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CPS software will face some grand [based embedded operating system f‘;lu“ tfieﬂaﬁ‘cﬂYSlS . e Coding rules, e.g. MISRA C, etc.
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